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1. Proj ect Overview

Project Title Securing TCU for Over-the-Air Updates for Automotive Applications (SecureTCU)
Project
. 1 December 2022 — 31 October 2026
Duration
Consortium AUTOCRYPT, Beam Connectivity, Korea Automotive Technology Institute,
Partners Secure Elements
Fund1¥1g Korea Institute for Advancement of Technology (KIAT), Innovate UK
Agencies
To develop a cost-effective, integrated cybersecurity solution that enables real-time threat
Obiective detection and rapid response for connected vehicles, supporting continuous compliance
1 with global automotive cybersecurity regulations and standards, including UNECE

R155/R156 and ISO/SAE 21434.

In Vehicle:

e  Next-generation TCU integrated with real-time Intrusion Detection Systems (IDS)

e Over-the-air updates of IDS policies to address emerging threats and reduce false
positives

Key
Deliverables | In Cloud:

. Mobility SOC (MSOC) enabling automated incident response, continuous TARA,
bidirectional traceability for cybersecurity and Automotive SPICE audits, and timely
software and IDS policy updates.
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II. Test Overview

Date 9 June 2026

Location KATECH Proving Ground, Cheonan, Republic of Korea

Environment | Closed proving-ground environment for remotely operated vehicle testing

The objective of the field demonstration was to verify the end-to-end cybersecurity
Objective detection and response capabilities of the SecureTCU solution in a remotely operated
vehicle environment.

. SecureTCU: An integrated telematics control unit equipped with Host IDS, CAN
IDS, and Cellular IDS functions.

. CAN IDS: Monitors in-vehicle CAN communications and detects abnormal or
malicious CAN messages, including unknown IDs, signal-value violations, overflow
and underflow conditions, and manipulated vehicle-status data.

. Cellular IDS: Monitors cellular communication and network activity to detect
abnormal traffic, unauthorized access attempts, flooding attacks, and other suspicious
external communication events.

. Host IDS: Monitors the Linux-based TCU host environment and detects unauthorized
logins, policy-file tampering, abnormal process activity, and other suspicious system

events.
Main Test

ot e  Remote Vehicle: A remotely teleoperated test vehicle integrated with the SecureTCU
ystem

and configured to transmit vehicle-status and security-event data to the RTOC and
MSOC platform.

e  RTOC: Monitors the remote vehicle, displays vehicle-status information and
cybersecurity warnings, and supports remote control and precautionary response
actions during the test.

e  CRISKLE MSOC Platform: Receives, analyses, and manages cybersecurity events
generated by the SecureTCU, and supports alert handling, incident response, playbook
execution, and ticket creation.

e  OTA System: Delivers software, IDS policy, and configuration updates to the TCU
and supports remediation after a cybersecurity event

e  Remotely teleoperated test vehicle

. Integrated SecureTCU prototype

. Remote Teleoperation Control Centre (RTOC)

e Vector CANoe used by the test operator to inject and manipulate CAN messages
Equipment e  Attacker laptop
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Normal Scenario

™
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Policy files
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Application | ____________ ] T B epdl T ee—
Linux Kernel l
SocketCAN Audit AF_PACKET
e  CAN IDS Detection Rules
Attack Type Description and Example
Detects transmission of CAN IDs not defined in the DBC (Database CAN) file.
Unknown ID
Attack Detection (Example) Attacker A injects an undefined CAN ID to manipulate the steering angle
value.
Detects manipulation of unauthorized bit fields or transmission of signal patterns outside
Signal Space the normal range (e.g., speed, gear, parking status).
Violation Attack
Detection (Example) Attacker B transmits a CAN message with values outside the normally
defined signal set range.
IDS Detection Detects transmission of abnormal values that exceed the permitted upper limit of a
Test Items Signal Overflow specific signal.

Attack Detection

(Example) Attacker C transmits a CAN message with a value exceeding the signal upper

limit, disrupting vehicle operation.

° Cellular IDS Detection Rules

Attack Type Description and Example
Detects attacks that continuously send an excessive number of IP packets to a specific
IP/Port Flooding | ©F random port, overloading the TCU network stack.
Attack Detection
(Layer 3) (Example) Attacker A uses the RTOC or an external malicious server to send a large

volume of packets to the TCU MQTT communication port, sharply increasing the TCU
data load.
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Outbound Error Detects attempts to alter normal network traffic into malicious traffic or cause the TCU

Detection to connect to an attacker-controlled server (MQTT broker).
(Layer 3)

(IP Spoofing)

(Example) Attacker B manipulates the MQTT broker address so that the TCU attempts
to connect to an attacker MQTT broker instead of the original Beam MQTT Broker

(configuration tampering/malicious reconfiguration).

Host IDS Detection Rules

Attack Type Description and Example

Unknown Login/ Detects unauthorized or abnormal logins to the TCU based on audit logs.

Unauthorized

System Intrusions | If a remote shell opened for debugging (such as SSH/ADB) is left open, Attacker A can

Detection use that session to log in to the TCU.

Detects unauthorized access to or modification of the IDS policy file (e.g., open/write

Policy File . . .
actions) to prevent policy tampering attempts.
Tampering
. After compromising a third-party software provider system, an attacker attempts to
Detection p J party p 4 ’ P
overwrite the IDS intrusion policy file in the TCU.
Detects abnormal termination (kill) of critical running processes in the host or
Process . . . .
manipulation of PID values (Process ID Manipulation).
Manipulation
Detection Attacker C forcibly terminates a specific process or manipulates the PID value of a

running process to disrupt normal operation.
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I11. Test Result

Test Result

NC, CAN High, CAN Low, NC NC, GND, 12V(+), NC
A «

. . [SecureTCU: Integrated TCU with IDS]
Integration and Driving

Test of the Remote
Vehicle and
SecureTCU

[Remote Vehicle]

[Remote Vehicle]
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The attacker gains
remote access to the
TCU through an
exposed debug port

Attack Type: CAN Signal end can0
Overflow sh -t gear
end can #781C
R—
R - |
- l/\/ -
CRISKLE MSOC —

Dashboard
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Log Entry Details JSON View Parsed Data /AUTOSAR View
Count 2
Second 6a278210
DwCanlD 00000720
Reserve 00
Reserved 0000000000000000000000000000
Blog Type ot
Event_id 0041
ByLog Type
Log_index canids-1
By Sequence
Val Payload
W LogLength
W Reserved2
CAN IDS Detection of a e—
Signal Overflow Attack — “
(Speed Value Exceeding Vi Dupscantiumber oo
Dw Detection Reason_HI 00000320
the Upper lelt) Dw Detection Reason_Lo 00000368
Source_and_nanosecond_0 10
Source_and_nanosecond_1 13
Source_and_nanosecond_2 44
Source_and_nanosecond_3 32
Sensor_instance_id 00
Idsm_instance_id 40
Created_at 2026-06-09 03.01:54
Updated_at 2026-06-09 03:01:54
Rules_applied ‘Speed Display Manipulation
Has_alert rue
[Verification of IDS Detection Logs in CRISKLE MSOC for the Signal
Overflow Attack and Speed Manipulation]
Confirmation of the IDS-

Detected Signal Overflow
Attack and Speed
Manipulation in the
RTOC, Followed by
Appropriate Response
Actions, Including

Stopping the Vehicle
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Log Entry Details JSONView  ParsedData  AUTOSAR View
Count 25
Second 6a27821d
DwCanlID 00000720
Reserve 00
Reserved 0000000000000000000000000000
BlLog Type ot
Event_id 0079
By Log Type
Log_index can-ids-
By Sequence
Val Payload
WLog Length
W Reserved2
CAN IDS Detection of oo
By Can Bus Num 03
ENUM Error (Steering
W Duplication Number 0001
Manipul ation) Dw Detection Reason_Hi 00000079
Dw Detection Reason_Lo 100000000
Source_and_nanosecond_0 8
Source_and_nanosecond_1 2
Source_and_nanosecond_2 46
Source_and_nanosecond_3 26
Sensor_Instance_id 00
Idsm_instance_id 40
Created_at 2026-06-09 03:0212
Updated_at 2026-06-09 03:0212
Rules_applied False Right-Tum
Has_alert rue
[Verification of IDS Detection Logs in CRISKLE MSOC for ENUM Error
and Steering Manipulation]
Confirmation of the IDS-
Detected ENUM Error

and Steering
Manipulation in the
RTOC, Followed by
Appropriate Response
Actions, Including

Stopping the Vehicle.
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CAN IDS Detection of

Gear Manipulation

Count 1

Second 6a27Tige
DwCaniD 00000721
Reserve 00

Reserved 0000000000000000000000000000
Blog Type ol

Event id o077

ByLog Type

Log_index canids1

By Sequence

Val Payload

W Log Length

W Reserved2

W Reserved3

By CanBus Num 03

W Duplication Number 0001

Dw Detection Reason_Hi 00000077

Dw Detection Reason_Lo 00000000
Source_and_nanosecond_0 30
Source_and_nanosecond_1 56
Source_and_nanosecond 2 2
Source_and_nanosecond_3 1
Sensor_Instance_id 00
Idsm_instance_id 0

Created_at 2026-06-00 025121
Updated_at 2026-06-00 025121
Rules_applied False Reverse-Gear
Has_alert true

[Verification of IDS Detection Logs in CRISKLE MSOC for Gear

Manipulation]

Confirmation of the IDS-
Detected Gear
Manipulation in the
RTOC, Followed by
Appropriate Response
Actions, Including

Stopping the Vehicle

CAN IDS Detection of a
Signal Overflow Attack
(RPM  Signal  Value
Exceeding the Upper
Limit)

Log Entry Details JSONView  Parsed Data
Count 13

Second 6a2780c8

DwCanlD 00000721

Reserve 00

Reserved 0000000000000000000000000000
Blog Type ol

Eventid 0041

By Log Type

Log_index can-ids1

By Sequence

Val Payload

W LogLength

W Reserved2

W Reserved3

By CanBusNum 03

AUTOSAR View

10
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W Duplication Number 0001
Dw Detection Reason_Hi 00005dc0
Dw Detection Reason_Lo 00007d00
Source_and_nanosecond_0 20
Source_and_nanosecond_1 fo

Source_and_nanosecond 2 1

Source_and_nanosecond 3 ot
Sensor_instance_id 00

Idsm_instance_id 40

Created_at 2026-06-00 025626
Updated_at 2026-06-000256:26
Rules applied False RPM Surge
Has _alert true

[Verification of IDS Detection Logs in CRISKLE MSOC for the Signal
Overflow Attack and RPM Manipulation]

Cellular IDS Detection of
an Outbound Layer 3

Error

rules_applied: [

{
“rule_id": 107,
“rule_name": "Cellular Outbound Destination",
“alert_id": 3876,
“alert_uuid": "44b6365a-590b-47ce-a5e8-61ae35d4fbbo",
“"alert_created_at": "2026-06-09 03:04:13",
"alert_ttp": [
{
"config_type": "AUTOMOTIVE_ISAC",
"tactic": "Manipulate Environment”,
"technique™: "3"
}
1,
“fields_applied_on": [
{
"field": "byviolationRuleId",
"operator”: “"equal”,
"expected_value": "@3f3",
"actual_value": "@3f3"
}
1,
"severity": "medium"”
¥
]
By Violation Rule Id 03f3
Dw Detection Reason H 00000014
Dw Detection Reason L 000000e4
W Duplication Number 0003
Flagsx_Flags D_FlagsM_F O 4000
Source_and_nanosecond_0 28
Source_and_nanosecond_1 eb
Source_and_nanosecond_2 2
Source_and_nanosecond_3 36
Sensor_Instance_id 00
Idsm_instance_id 4
Created_at 2026-06-09 03:0413
Updated_at 2026-06-09 03:0413
Rules_applied Cellular Outbound Destination
Has_alert rue

[Verification of Cellular IDS Detection Logs in CRISKLE MSOC for an
Outbound Layer 3 Error]

11
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Cellular IDS Detection of
Layer 3 IP/Port-Based
Flooding Attacks

rules_applied: [

{
"rule_id": 1es8,
“"rule_name": "Cellular TCP Flooding"”,
"alert_id": 3435,
"alert_uuid": "b3b57ad3-380a-4db2-93df-7484576316ec"”,
"alert_created_at": "2026-06-08 22:45:31",
"alert_ttp": [
{
"config_type": "AUTOMOTIVE_ISAC",
"tactic": "Manipulate Environment",
"technique”: "2"
}
1,
“"fields_applied_on": [
{
"field": "byviolationRuleId",
"operator”: “"equal"”,
"expected_value": "@3f1",
"actual_value": "@3f1"
}
1,
"severity": "high"
}
]
Log Entry Details JSONView  ParsedData  AUTOSAR View
By Violation Rule Id 03f1
Dw Detection Reason H 00000014
Dw Detection Reason L 000000e4
'W Duplication Number 0006
Flagsx_FlagsD_FlagsM_FO 4000
Source_and_nanosecond_0 08
Source_and_nanosecond_{ 5b
Source_and_nanosecond_2 2b
Source_and_nanosecond_3 03
Sensor_Instance_id 00
Idsm_instance_id 41
Created_at 2026-06-08 22:45:31
Updated_at 2026-06-08 22:45:31
Rules_applied Cellular TCP Flooding
Has_alert true

[Verification of Cellular IDS Detection Logs in CRISKLE MSOC for
Layer 3 IP/Port-Based Flooding Attacks]

12
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rules_applied: [
{
“rule_id": 109,
"rule_name": "Host Kill any process”,
"alert_id": 3464,
"alert_uuid": "4085df92-8804-40b8-b470-427060e3c6498",
"alert_created_at": "2026-06-08 22:51:40",
"alert_ttp": [
{
"config_type": "MITRE_EMBEDDED",
“"tactic": "Application software”,
"technique”: "71"
}
1,
"fields_applied_on": [
{
"field": "byViolationRuleId",
“operator”: “equal",
"expected_value": "9c47",
"actual_value™: "9c47"
}
1,
Host IDS Detection of } B
Process Manipulation ]
Log Entry Details JUSONView  ParsedData  AUTOSARView
Protocol_version 1
By Violation Rule Id Oca?
Dw Detection Reason H 00000014
Dw Detection Reason L 000000e4
W Duplication Number 0001
Source_and_nanosecond_0 8
Source_and_nanosecond_1 30
Source_and_nanosecond_2 82
Source_and_nanosecond_3 09
Sensor_Instance_id 00
Idsm_instance_Iid 42
Created_at 2026-06-08 22:5140
Updated_at 2026-06-08 22:5140
Rules_applied HostKill any process
Has_alert true
[Verification of Host IDS Detection Logs in CRISKLE MSOC for Process
Manipulation]

13
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Host IDS Detection of
Unknown Login Attempts
and Unauthorized System

Intrusions

rules_applied: [

¥

{
“rule_id": 96,
“rule_name": "User Login Check - Event Rule -48009",
"alert_id": 3469,
"alert_uuid": "be591416-fbb7-41108-a59d-fbb8bc67cbed™,
"alert_created_at": "2026-06-08 23:01:47",

“"alert_ttp": [
{
"config_type": "MITRE_ATTACK",
"tactic": "Credential Access”,
"technique"”: "Password Cracking"
}
1,
“"fields_applied_on": [
{
"field": "byViolationRuleId",
"operator”: "equal",
"expected_value": "9c49",
"actual_value": "9c49"
}
1
"severity": "medium”
¥
{
“rule_id": 111,
“"rule_name": "Host Unknown Login",
"alert_id": 347,
“"alert_uuid": "9624e224-23b6-492a-b78f-76432590848b",
"alert_created_at": "2026-06-08 23:01:47",
“"alert_ttp": [
{
"config_type": "MITRE_EMBEDDED",
"tactic": "Networking"”,
"technique”: "76"
}
1,
“"fields_applied_on": [
{
"field": "byViolationRuleId",
"operator”: "equal”,
“"expected_value": "9c49",
"actual_value”: "9c49"
}
1
“"severity": "medium”

14
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Log Entry Details JSONView  ParsedData  AUTOSARView
Protocol_version 1
By Violation Rule ld 9049
Dw Detection Reason H 00000014
Dw Detection Reason L 000000e4
W Duplication Number 0002
Source_and_nanosecond_0 08
Source_and_nanosecond_1 fe
Source_and_nanosecond 2 7
Source_and_nanosecond 3 1d
Sensor_instance_Id 00
Idsm_instance_id 42
Created at 2026-06-08230147
Updated_at 2026-06-08230147
Rules_applied User Login Check - Event Rule ~40009, Host Unknown Login
Has_alert e

[Verification of Host IDS Detection Logs in CRISKLE MSOC for
Unknown Login Attempts and Unauthorized System Intrusions]

Host IDS Detection of

Policy File Tampering

rules_applied: [

“"rule_id": 11,

“rule_name": "Host Open/write Policy File",
"alert_id": 3883,

"alert_uuid": "16f8c24c-fb32-4c44-b689-2339ea766649",
"alert_created_at": "2026-06-09 ©3:05:13",
"alert_ttp": [

{
"config_type": "MITRE_EMBEDDED",
“"tactic": "System software”,
"technique”: "41"
}
1
“fields_applied_on": [
{
“field": "byViolationRuleId",
“operator"”: “equal",
"expected_value": "9c48",
"actual_value": "9c48"
}
1,
“"severity": "medium”
}
]
Log Entry Details JSONView  ParsedData  AUTOSARView
Protocol_version 1
By Violation Rule Id 9c48
Dw Detection Reason H 00000014
Dw Detection Reason L 000000e4
'W Duplication Number 0001
Source_and_nanosecond_0 28
Source_and_nanosecond_1 9
Source_and_nanosecond_2 54
Source_and_nanosecond_3 28
Sensor_Instance_id 00
Idsm_instance_id 42
Created_at 2026-06-0903.05:13
Updated_at 2026-06-09 03.05:13
Rules_applied Host Openfwrite Policy File
Has_alert rue

[Verification of Host IDS Detection Logs in CRISKLE MSOC for Policy

15
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File Tampering]

=D
Puabocks
MSOC Playbooks: —
12 10
CRISKLE MSOC
executes predefined M o -
playbooks to .
automatically trigger
appropriate response
actions based on the event | ~
type and risk level.
——"D -~
=
MSOC Playbook
Orchestration — - -
oms = *

[Playbook for retrieving alerts, transmitting event information through a
webhook, notifying responsible personnel by email, and completing the

response workflow upon detection of a security event]

MSOC Email
Notification of ticket

Creation

CRISKLE MSOC - SecureTCU Reported Security Alert False Right-Turn [} Summarise this email

Reply € Replyall  Fovard

To: © Suraj Kamtam Tue 0

Dear Team, This is to inform you that an alert has been triggered in the BEAMs environment with the following details: Alert ID: f435c99c-41e7-4bb4-8237-6cfBe6ee618f Alert Name: False
Right-Turn Rule Name: Faise Right-Turn The specifid ule has been violated, and an incident has been successfully raised. The tea s currenty assessing the situation. Please be prepared for
a potential update to be performed via OTA (Over-the-Air, if required. Further updates will be shared as the investigation progresses. Regards, Suraj Kamtam

Reply Forward

Tickets Created for

developers

Work items

Recently updated + New Workltem ~ > Openin Queries ¢ Column Options T Import Work Items Recycle Bin
D Title Area Path Comments Activity Date
16509 ¥ Host Kill any process SecureTCU 6/10/2026 12:52:13 AM
16508 ¥ Host Kill any process SecureTCU 6/10/2026 12:52:10 AM
16507 ¥ Host Kill any process SecureTCU 6/10/2026 12:52:07 AM
16506 ® Host Kill any process SecureTCU 6/10/2026 12:52:03 AM
16505 ¥ Host Kill any process SecureTCU 6/10/2026 12:51:58 AM
16493 ® Host Unknown Login SecureTCU 6/9/2026 3:26:47 AM

16
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W FEATURE 16493

16493 Host Unknown Login

& No one selected

(90 Comments Add Tag

State New Area SecureTCU
Reason & teration SecureTCU
Description
Detalls Of thket Auto-generated from program security event definition.
Release Note
Click to add Release Note.
Discussion
Execution overview
When canceling and deleting execution refresh this page if the summary does not match.
Succeeded Failed Canceled Rejected
1 0 0 0
1 job execution(s) selected 8 v
Success full OTA issued Verion ;
. Force canceled No
to resolve ticket s I
message-0 Update started, old version: 2.8.77388, new version: 2.8.77395
message-1 Downloading update.
message-2 Applying update.
message-3 Update complete

Attacker login failed

Unable to connect to origin. Please confirm that the tunnel is set up correctly and the origin is healthy.

Head to our Developer Docs for additional troubleshooting steps.
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